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• How to protect sensitive data from attacks from the network?

• How to handle the new constraints on your constantly evolving network?

Whatever the size of your company, these security issues cannot be ignored.
This is why Thales offers the Mistral secure VPN IPSec system, the essential solution for 
all application deployments on an IP network. Mistral provides security for the critical data 
in your information system.

With its high security capacity, Mistral adapts to your new constraints resulting from:

- the mobility of your staff,

- total or partial outsourcing of your security policy,

- new network architectures (Any to any, Hub & Spoke),

- the increase in multi-media exchanges.

MISTRAL: Secure VPN IP system for networks carrying sensitive information

A complete and modular range

The Mistral range offers high flexibility: whatever your network's performance,
the Mistral encryption system adapts to your needs (from 1 to 100 Mbps 
Full Duplex).

The Mistral equipment enables:
• high-level security communication using encryption and authentication 

(IPSec tunnels),
• transparent integration into the networks,
• easy deployment and use whatever your architecture,
• compatibility with a firewall or MPLS partitioning.

Secure VPN



An end-to-end solution for your remote users

Mistral Nomade, included in the MiniCitaTM InTouch solution,
provides secure communications for your mobile staff and enables: 

• terminal security (access control and high-level user authentication),
• compatibility with all types of networks (Public Telephone Network, 

xDSL, Wi-Fi…),
• multi-tunnelling and address filtering,
• use of a smart card or client token (standard PKCS#11).

A secure centralised administration

Relying on the flexibility of its management system, 
the Mistral system evolves in line with new constraints 
on the network and provides:

• ease of use and configuration through secure remote management,
• management of security policies and crypto-periods,
• secure downloading of software updates,
• on-line monitoring (SNMP, alarm feedback),
• intrusion and security monitoring,
• security administration independent of the network.

Management centre

Mistral NOMADE
with MiniCitaTM InTouch

Key generation centre
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A complete and flexible range of services
THALES offers a broad range of services to provide users 
with support in deploying and implementing solutions.

Main services: 

• Loan of application and assistance 
with pre-sale trials 

• Hot-line

• On-site support

• Training

• Installation and commissioning

• Hardware and software maintenance

Customized services:

• Network security impact analysis

• Reproduction of the operational context 
on platform

• International installation and support services

• Assistance with upgrading the information 
system
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